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Indian Common Criteria Certification Scheme (IC3S)

Government of India
Ministry of Electronics & Information Technology, STQC Directorate
6, CGO Complex Lodhi Road, New Delhi 110003

Certificate of Product Evaluation

Certificate Number: STQC/CC/14-15/15
Product Name: Router Operating System: Comware V7.1 running on MSR 2000, MSR 3000,
and MSR 4000 Series Routers
Assurance Level: EAL 3
Certificate Report Number: STQC/CC/14-15/15/CR
Version: 1.0, Dated: 27" Dec. 2016

This product identified in this certificate has been evaluated under the terms and condition of the Indian
Common Criteria Scheme IC3S), at CCTL Kolkata, the accredited testing laboratory using the Common
Methodology for IT Security Evaluation {Version 3.1} for conformance to the Common Criteria for IT
Security Evaluation {Version 3.1}.

This certificate applies only to the specific version and release of the product in its evaluated
configuration (Refer Annexure and Certification Report). The products functional and assurance security
specifications are contained in its Security Target and the conclusions of the Common Criteria Testing
Laboratory in the evaluation technical report are consistent with the evidence adduced.

This certificate is not an endorsement of the product by any agency of the Government of India and no

warranty of the product is either expressed or implied.

Date of Issue: ’2 /D 6 ’l7 Head IC3S Certification Body
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Annexure to Common Criteria Certificate Number: STQC/CC/14-15/15

Indian Common Criteria Certification Scheme (IC3S)

Government of India

Ministry of Electronics & Information Technology, STQC Directorate
6, CGO Complex Lodhi Road, New Delhi 110003

The product below has been evaluated under the terms of Indian Common Criteria Certification Scheme (IC3S) and
has met the stated Common Criteria requirements. The scope of the evaluation and the assumed usage
environment are specified in the body of Certification Report No. STQC/CC/14-15/15/CR, Version: 1.0, Dated: 27"
Dec. 2016 which is available in the website: www.commoncriteria-india.gov.in .

Sponsor

Hewlett-Packard, 153 Taylor Street, Littleton, MA 01460

Developer

Hewlett-Packard Company

Product and Version

Target, version 0.11

Hewlett-Packard Company Comware V7.1 Running on MSR2000, MSR3000 and MSR4000 Series Routers Security

Target of Evaluation | Same as above

RO106P02.IPE

Router Chassis (JG403A

(TOE)
Evaluated The image files Hardware Platform File size Hash values (MD5) of the image files
configurations
MSR2000-CMW710- HP MSR2000; MSR2003 57.1 MB 2830f7647c530b765fb8dbf7b50932c2
R0O106P02.IPE AC Router (JG411A)
MSR3000-CMW?710- HP MSR3000; MSR3064 58.1 MB 631b9442dc4ff08c75551052f39583d3
R0O106P02.IPE Router (JG404A)
MSR4000-CMW?710- HP MSR4000; MSR4060 80.1 MB ff6341aa40afd735a1b6936e12afef34

I Date

Environment:

Compliance to CC Part2
Compliance to CC Part3

The target of evaluation (TOE) is the comware V7.1 running on MRS 2000,
'MSR 3000 and MSR 4000 series routers. The router hardware acts as
environment to the TOE.

Conformant
Conformant

Evaluation Assurance Level EAL3
Common Criteria Test Laboratory (CCTL), DN Block, Sector V, Kolkata 700091

Evaluation lab
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