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Government of India
Department of Information Technology, STQC Directorate
6 CGO Complex, New Delhi 110003

Certificate of Product Evaluation

Certificate Number : STQC/CC/11-12/06/1202

Product Name: Fort Fox Hardware Data Diode (FFHDD), Version: FFHDD2

Assurance Level : EAL4+ (augmented with AVA_VAN.4 and ALC_DVS.2)
Certification Report Number : STQC/CC/11-12/06/CR
Version : 1, Dated : 18th Dec 2012

The IT product identified in this certificate has been evaluated under the terms and condition of the
Indian Common Criteria Certification Scheme (IC3S), at an accredited testing laboratory using the
Common Methodology for IT Security Evaluation (Version 3.1) for conformance to the Common
Criteria for IT Security Evaluation (Version 3.1).

This certificate applies only to the specific version and release of the product in its evaluated configuration

(Refer Annexure and Certification Report). The product’s functional and assurance security specifications

are contained in its Security Target and the conclusions of the Common Criteria Testing Laboratory
in the evaluation technical report are consistent with the evidence adduced.

This certificate is not an endorsement of the IT product by any agency of the Government of India
and no warranty of the IT product is either expressed or implied.
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Annexure to Common Criteria Certificate Number : STQC/CC/11-12/06/1202

Indian Common Criteria Certification Scheme (IC3S)
Government of India, Department of Information Technology
STQC Directorate, 6 CGO Complex, New Delhi 110003

The product below has been evaluated under the terms of the Indian Common Criteria Certification Scheme (IC3S) and
has met the stated Common Criteria requirements. The scope of the evaluation and the assumed usage environment are
specified in the body of the Certification Report No. STQC/CC/11-12/06/CR, Version 1, dated 18th Dec 2012

Sponsor ' Fox-IT BV, based in Delft, The Netherlands

Developer Fox-IT BV, based in Delft, The Netherlands

Security Target Reference Fort Fox Hardware Data Diode Security Target Common Criteria
Identification FFHDD - EAL 4+ Version 2.06

Product and Version The product which is the Target of Evaluation (TOE) is a hardware data

diode identified as Fort Fox Hardware Data Diode (FFHDD,) Version
FFHDD2. The TOE is a physical hardware device housed in a single
19” rack component. It is uniquely labeled with a serial number on the
rear panel. The unique TOE reference starts with the version number
( FFHDD?2) followed by a unique four-digit serial number and ends

with a plus sign (+).

Target of Evaluation (TOE) ' Same as above

Evaluated configurations The TOE is defined uniqll’lell-{ bI}J’ its name and version number Fort
Fox Data Diode, version FFHDD2 and can be identified by a unique

TOE reference starts with the version number (FFHDD2) followed by
a unique four-digit serial number and ends with a plus sign (+). The
TOE needs no sgecific configuration settings as there is only one

configuration defined.
Compliance to CC Part 2 Conformant
Compliance to CC Part 3 Conformant
Evaluation Assurance Level (EAL) EAL4+ (augmented with AVA_VAN.4 and ALC_DVS.2)
: Common Criteria Test Laboratory, ERTL(E), DN Block, Sector V
Evaluation Lab Kolkata 700 091
Date Authorized 18th December 2012
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